
Whether it's false claims, health
care fraud, illegal kickbacks at home or
abroad, or other types of corporate
malfeasance, the government is
increasing its efforts to crack down on
corporations in what has been dubbed
a "new era of enforcement."1

With mandates to operate more
efficiently, many state and federal gov-
ernment agencies are finding ways to
add funds to their budgets. Armed
with statutes that allow them to share
in the recovery and seizure of money
made by fraudulent or illegal means,
many agencies have increased enforce-
ment efforts that help fill their coffers.2

With extremely high successful prose-
cution rates, this trend will continue.3

Often insulated from judicial
scrutiny by its ability to enter into non-
prosecution and deferred-prosecution
agreements, the Department of Justice
has taken an expansive view of
statutes aimed at criminalizing corpo-
rate fraud and corruption. As a former
Justice Department enforcement offi-
cial stated about the Foreign Corrupt
Practices Act, or FCPA, "The govern-
ment sees a profitable program, and
it's going to ride that horse until it can't
ride it anymore."4

This increase of dedicated
resources is not limited to the DOJ.
Here in Virginia, state and federal law
enforcement agencies as well as pri-
vate insurance companies recently
have escalated their efforts to recoup
money gained by companies and indi-
viduals through fraudulent means.5

If increased efforts within Virginia
and throughout the United States were
not enough to worry business leaders
and their counsel, corporations operat-
ing or doing business abroad also must
be cognizant of foreign laws, such as
the U.K's Bribery Act 2010, which in
certain respects is more restrictive than
its American counterpart—the FCPA.6

Now more than ever, corporations
and executives must be prepared to
react appropriately to government
investigations or to conduct internal
investigations to limit civil and crimi-
nal liability. The following guidelines
are not intended to be all encompass-
ing, but to provide a general overview

for initially responding to a govern-
ment investigation. As you read
through them, you should ask yourself
whether your company (or your clients
that are companies) is ready to
respond should the government come
knocking.

Responding Swiftly and
Appropriately to Investigations

Government investigations can
take months, even years, but as a pos-
sible target or company "of interest"
you have only one chance to make a
first impression. Companies that have
a compliance program coupled with a
well-coordinated, organized approach
to responding to investigations are
able to operate with minimal interrup-
tions and can substantially decrease
the risk of criminal indictment or civil
charges. With the assistance of a quali-
fied attorney, a company often can
negotiate the inherent pitfalls of

responding to governmental inquiry.
By having counsel for the company
confer with the government before
simply responding or producing docu-
ments, companies often are more able
to achieve the following:  

•Protect privileged information;
•Produce fewer irrelevant docu-

ments (paper and especially electron-
ic), thereby avoiding the unnecessary
distraction of time and effort dealing
with both the volume and content of
such information;

•Reduce company resources wasted
in inefficient means of responding to
governmental inquiry; and

•Reduce attorney's fees ultimately
spent on the matter.  
Reasons to Cooperate

Failure to cooperate with govern-
ment investigations can have severe
unintended consequences. In addition
to the general requirements related to
responding to subpoenas or granting
access to law enforcement officials exe-
cuting search warrants, many indus-
tries are required to grant even more
liberal access to investigators. For
example, health care providers are
required to provide "immediate access
upon reasonable request" to govern-
ment officials.7 Failure to do so can
result in exclusion as a Medicare
provider. But failure or refusal to coop-
erate with government audits and
investigations can result in negative
consequences for any business or indi-
vidual. In addition to possibly subject-
ing themselves to more scrutiny from
government investigators, corpora-
tions that do not comply with subpoe-
nas and search warrants can be sanc-
tioned and even face criminal charges.8

Developing a Plan
to Respond to Investigations

For most companies, it is not a ques-
tion of "if" they will have to respond to a
governmental inquiry, but rather
"when." Even companies that appear to
be "doing everything right" may be
investigated by state and federal author-
ities for civil and criminal malfeasance
or dragged into an investigation of
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another company or individual. All it
takes is a tip from a former employee or
the unauthorized actions of an employ-
ee to transform a well-respected busi-
ness into the target of an investigation.

To be prepared, companies should
designate a response team directed by
a manager or administrator to respond
to government investigations. This
point person should select members of
the response team and supervise the
team members in their designated
responsibilities. Rather than running
around like the proverbial chicken
with its head cut off, the point person
should have a "playbook" in place for
guidance from the outset, which
should include at a minimum:

• Contact information of counsel
(outside and in-house, if applicable);

• Guidelines to responding to
search warrants, subpoenas, and
requests for information;

•   Guidelines to give employees; and
• Names, contact information

and responsibilities of response
team members.
Guidelines to Employees

Many executives are confused
when faced with what to tell their
employees when their company is
under investigation or responding to a
governmental inquiry. If you order
your employees not to cooperate with
law enforcement officials, you could
be facing obstruction of justice
charges. If you pretend nothing is hap-
pening even after all of your compa-
ny's records have been seized, then
you could lose the confidence of your
employees and customers.

It is important to advise employees
that the company will cooperate with
the government's investigation, but
that the company and its employees
have certain rights that limit what the
government can obtain. Companies
should encourage their employees to
come to them with questions about the
investigation, rather than speculate or
spread rumors about what is happen-
ing. While guidelines should be tai-
lored to take into account a business's
structure or particular industry, here
are some general guidelines to discuss
with employees in the event of a gov-
ernment investigation: 

• Freeze! First and foremost,
employees should not hide, destroy or
alter documents when they become

aware of an investigation or govern-
ment audit. The company should issue
a written "hold" memorandum to all
its employees who have access to
potentially relevant and responsive
electronic files and documents.   

• In that same vein, employees
should not create "missing" documents
in response to a government investiga-
tion. For example, if a company is sup-
posed to fill out a certain form every
time a particular event occurs, but the
records custodian is unable to find any
such forms for the past five years,
employees of the company should not
now fill out such forms to compensate
for that shortcoming.

• Employees should not produce
company documents or information
not specified or responsive to a search
warrant or subpoena.

• The company should not prohibit
employees from speaking with agents.
But while employees have the right to
speak with an investigator, the compa-
ny may properly inform employees
that they are not obligated or required
to do so and may request to be notified
of any contact with an investigator.

• Employees can demand that a com-
pany representative or attorney be pres-
ent if they wish to consent to questioning.

• The company should consider
providing employees with independ-
ent counsel if they want separate legal
representation. While the company
can offer to pay for this separate coun-
sel, the employee would be the client
of that independent counsel, not the
company. That independent counsel
often will be willing to share informa-
tion with the company that is of joint
interest to both the company and the
individual employee. 

• Employees should advise the

company's point person if the employ-
ee is contacted for an interview by a
government investigator.

• Employees should ask for identifi-
cation and credentials of government
investigators and make notes as to the
investigators' names, titles and agencies.

• Employees have the right to dic-
tate when and where interviews will
take place and can terminate inter-
views at anytime.

• No statements or records should
be signed other than the government's
receipt for seized records.

• Employees should not lie or
make factual assertions about matters
that they do not actually know.  It will
only make things worse. Of course,
making knowingly false statements to
officers and investigators can result in
criminal prosecution.9

• Similarly, employees should not
ask others to lie. Inducing employees
or others to give false statements to
government agents also can lead to
criminal prosecution.10

Responding to Search Warrants
Agents executing a search warrant

will not give a company advance
notice before doing so. Additionally,
most law enforcement agents will not
wait for the company's point person to
confer with counsel before it begins
executing the search warrant. There-
fore it is critical that a company's point
person know what to do in advance.
Companies should coordinate with the
appropriate attorney to tailor guide-
lines specific to them, but here are a
few simple rules to follow:

• Immediately contact counsel
when the company becomes aware of
the search warrant. 

• Verify and note the agents' iden-
tification and credentials. 

• Identify the agent-in-charge and
communicate key information and
requests only through the agent-in-
charge. 

• Request a copy of the search war-
rant and forward it to counsel immedi-
ately.   

• Request the name and contact
information of the supervising prose-
cutor from the agent-in-charge. 

• Ask what the agents are seeking
and attempt to learn as much about the
nature of the inquiry, alleged viola-
tions, and basis for the investigation. 

• Treat the agents courteously, but
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• Ensure that any statements made
to agents are accurate.

• Calm employees and reiterate the
company's Guidelines to Employees
for communicating with agents.

• Consistent with the Guidelines
for Employees, do not prohibit
employees from speaking with agents.
Prohibiting employees from speaking
with law enforcement can result in
obstruction of justice charges.

• Send non-essential employees
home.

• Monitor the actions of search
teams and take notes of the areas and
items searched and the items seized.

• Notify and object to the agent-in-
charge if agents stray outside of areas
designated in the search warrant. Do
not, however, physically interfere or
attempt to stop them.

• If possible, identify documents
protected by attorney-client privilege
or self-evaluation privilege.

• If the search warrant authorizes
the agents to seize computers, request
that the agents only copy files or image
the hard drive rather than seize and
remove the entire hardware.

• Request the opportunity to make
copies of all documents being seized
by agents, particularly any files need-
ed to continue operating. For example,
health care providers should be able to
make copies of patient records in order
to continue caring for these patients.

• Compare the agents' list of items
seized to those listed in the search war-
rant. Also compare the list of items
seized to the list of seized items docu-
mented by the company's representa-
tives.

• As soon as the agents depart,
inform counsel of all activity that
occurred in connection with the search.

Responding to Subpoenas
for Documents

Unlike a search warrant, there is
generally time to consult with counsel
before responding to a subpoena.
Rather than squander the opportunity,
companies should take the time to dis-
cuss with counsel whether this is truly
a request that has no bearing on the
company and its employees, or if it has
the potential to develop into some-
thing more. While a simple subpoena
requesting documents may appear
benign, it could be the first symptom
of an undiscovered or larger problem.
Without consulting with counsel and
digging into the matter, the company

might not know until it is too late to
take remedial action.

Like a search warrant, companies are
required by law to cooperate and
respond to a subpoena unless a court
quashes the subpoena. Failure to coop-
erate can result in sanctions such as
fines or incarceration.11 However, the
attorney-client and other privileges can
be asserted to excuse the production of
certain requested information. Com-
panies should consult with legal coun-
sel about designating privileged docu-
ments and creating a privilege log.
Additionally, legal counsel may be able
to negotiate the scope and form of data
production, including whether and how
"meta-data" are produced. This could be
mutually beneficial—the government
will not receive boxes (or discs) of docu-
ments that are not of interest and the
company can reduce the costs and bur-
dens of production. Finally, companies
should refrain from entering into sub-
stantive discussions with law enforce-
ment before obtaining legal advice in
order to avoid incorrect statements or
admissions of wrongdoing. 

Responding to Informal Agent
Contacts

On the opposite end of the spectrum

of dozens of agents executing a search
warrant and raiding a company's office
lies the informal telephone call, email or
visit from a law enforcement agent.
While usually indicative of something
less serious than a formal investigative
request such as a subpoena, an informal
inquiry still should be taken very seri-
ously. It may be the final follow-up
required to close out a preliminary
investigation or it could be the precur-
sor of a more formal investigation to
come. And unlike the situation involv-
ing a search warrant, where there are
only a handful of ways to make it worse
(such as obstructing justice or volun-
teering information without first con-
sulting with counsel), it is very easy to
make a misstep when having a free-
flowing conversation with a law
enforcement agent.

As a result, companies should fol-
low the Guidelines to Employees
above. Even though it may appear
informal, the information provided
during an informal exchange can be
more harmful than documents or state-
ments provided as the result of a search
warrant, subpoena, or formal interview.

Next Steps
Just because the company has

responded to the subpoena or survived
the search warrant, it is not time to
stop. After consulting with counsel, it
may be in the company's best interest
to initiate an internal investigation if
there is possible civil or criminal liabil-
ity. Any internal investigation should
be supervised and conducted by attor-
neys for the company. While the natu-
ral inclination is to use in-house coun-
sel, outside counsel is preferable
because someone outside the organiza-
tion generally can be more objective,
they are less likely to create internal
tensions when probing sensitive sub-
jects, and they can more easily preserve
attorney-client privilege.

By learning the facts surrounding
the issues of concern to the govern-
ment, the company can evaluate the
risks and take appropriate action, such
as self-reporting and curative action,
which may ultimately mitigate any
civil or criminal liability. 
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Announcement

The VBA News Journal offers classi-
fied advertising. Categories include:
positions available, positions wanted,
books and software, office equipment/
furnishings, office space, experts,
consulting services, business services,
vacation rentals, and educational
opportunities. Rates are $1 per word
for VBA members and $1.50 per word
for non-members, with a $35 minimum,
payable at the time of submission. The
VBA News Journal reserves the right
to review all copy before publication
and to reject material deemed unsuit-
able. Professional announcements
may be printed; the cost per
announcement is $15 and text may be
edited for style and space limitations.
Deadlines are one month in advance
of the date of publication. Information
is available online at www.vba.org. 

Katie Lipp has joined the Tyson
office of Berenzweig Leonard,
LLP, as an associate attorney,
practicing government contracts
and business law. Katie is a 2010
graduate of the George Mason
University School of Law.
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NOTES:
1. DOJ Release, "Assistant Attorney
General Lanny A. Breuer Speaks at the
24th National Conference on the
Foreign Corrupt Practices Act," (Nov.
16, 2010).  
2. See 18 U.S.C. § 982(a)(6), which
authorizes the forfeiture of property
derived or traceable to a health care
fraud offense. DOJ requested $283.4
million to fight Medicare and health
care fraud in its 2012 budget request,
which represents a 22 percent increase
from the 2011 budget. DOJ FY 2012
Budget Request At A Glance Discre-
tionary Budget Authority, p. 7.
3. In FY 2011, DOJ increased its white-
collar caseload by 5 percent, with 90
percent of cases favorably resolved.
DOJ has set its FY 2012 targets to con-
tinue this success.  Id. at 9-10.
4. See Joseph Rosenbloom, "Here
Come the Payoff Police," American
Lawyer (May 17, 2010) (quoting
William Jacobson)
5. In May 2010, the U.S. Attorney for the
Eastern District of Virginia announced

the formation of the Virginia Financial
and Securities Fraud Task Force, which
will use the SEC's EDGAR computer
server in Alexandria and the Federal
Reserve Bank in Richmond as bases for
venue and the district's efficiency and
reputation as the "rocket docket" to
attract cases that would otherwise be
brought in other districts. USAO EDVA
Release, "U.S. Attorney's Office
Launches New Task Force to Fight
Financial Fraud," (May 20, 2010).  More
recently, DOJ has been coordinating
meetings in both the Eastern and
Western District of Virginia of its
Health Care Task Force, which includes
federal, state and local law enforcement
agencies, as well as private insurance
companies and pharmacies.
6. Under the U.K.'s Bribery Act 2010,
organizations can be held strictly liable
of failing to prevent bribery if they
don't have proper compliance meas-
ures in place.  See Bribery Act 2010, § 7. 
7. 42 CFR § 1001.1201.
8. 42 USC § 405(e); 18 USC §§ 401, 402;
18 USC § 2232.
9. 18 USC § 1001.
10. 18 USC § 1510.
11. 42 USC § 405(e); 18 USC §§ 401, 402.
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