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Identity thieves are increasingly targeting
medical records because they provide an abun-
dance of financial information including
billing addresses, birth-
dates, social security num-
bers, credit information
and health insurance
account numbers. New
Federal Trade Commission
(“FTC”) regulations (“Red
Flag Rules”) place the bur-
den on health care
providers to protect their
patients by implementing
new privacy and security
policies and procedures to
prevent identity theft.
These policies and proce-
dures must be implement-
ed by Aug. 1, 2009, the
regulations’ effective date. 

The Red Flag Rules apply
to most health care
providers because they are
“creditors” with “covered accounts.” For exam-
ple, any health care provider that charges a
patient a co-pay at the time of the services,
then submits the claim to the health plan and
later bills the patient for any residual balance
is a creditor with a covered account. 

How to Comply with the Red Flag Rules 

Pursuant to the Red Flag Rules, health care
providers must develop a written identity theft
prevention program (“Program”) that includes
reasonable policies and procedures to detect
identity theft warning signs or “red flags.” The
FTC has identified 26 possible red flags,
which are grouped into the following five cat-
egories: (1) alerts, notifications, or warnings
from a consumer reporting agency; (2) suspi-
cious documents; (3) suspicious personally
identifying information, such as a suspicious
address; (4) unusual use of or suspicious activ-
ity relating to a covered account; and (5)
notices from patients, victims of identity theft,
law enforcement authorities, or other busi-
nesses about possible identity theft in connec-
tion with covered accounts. The FTC expects
a health care provider’s red flags to be tailored
to the provider’s own particular risks and his-
tory of identity theft. 

The Program must also have procedures and
policies that identify appropriate responses
that would prevent and mitigate identity theft
upon the detection of red flags. FTC mandates
that the Program be periodically updated to
reflect changes in risks. The Program must be
approved, managed and continually updated
by the health care provider's broad of directors
(“Board”), a Board committee, or a senior
management employee. The health care
provider must also train its staff to effectively
implement the Program. 
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If outside service providers, including third
party billing providers or collection agencies,
perform activities in connection with covered
accounts, a health care provider must ensure
that the service provider conducts its activities
in accordance with the Program’s reasonable
policies and procedures that are designed to
detect, prevent, and mitigate the risk of iden-
tity theft. This requirement can be achieved
by contractually requiring service providers to
follow the health care provider’s Program poli-
cies and procedures or by the service providers
implementing a Program of their own.

Prior to drafting a Program, a health care
provider should establish a team to conduct an
identity theft risk assessment of its various
departments. 

On March 24, 2009, the Office of the
Inspector General for the U.S. Department of
Health and Human Services (“OIG”) released
an Open Letter in which it announced that it
is narrowing the scope of the Self-Disclosure
Protocol (“SDP”). The SDP program allows
health care providers to voluntarily disclose
and potentially settle compliance violations
for less than would otherwise be associated
with a government investigation and litiga-
tion.

In its March 24, 2009 Open Letter, the OIG
stated that it will no longer accept disclosure
of matters that involve only violations of the
physician self-referral law (“Stark”). It will
only accept disclosure of Stark violations if the
matter also involves a “colorable violation of
the anti-kickback statue.” The OIG will con-
tinue to accept disclosure of possible anti-
kickback violations, regardless of whether it
also involves possible Stark violations. The
OIG’s announcement is a significant depar-
ture from its April 24, 2006 “Open Letter to
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Health Care Providers,” in which it encour-
aged health care providers to report both anti-
kickback statute and the physician self-referral
law (“Stark”) violations through the SDP.  

The OIG also announced that it is instituting
a minimum settlement amount for the SDP
program of $50,000, as of March 25, 2009.
The OIG has the statutory authority to
impose a penalty of up to $50,000 for each
kickback, plus an assessment of up to three
times the amount of the kickback.
Consequently, a $50,000 settlement for a sin-
gle kickback is still below the maximum
penalties the OIG may assess. The OIG also
has  stated that it will continue to work
towards resolving matters near the lower end
of the damages continuum. 

Despite the OIG’s announcement that the
minimum settlement amount was enacted to
better allocate resources, the OIG warned
providers not to interpret this as a decrease in
enforcement efforts related to Stark. 

These changes will likely result in less use of
the SDP because the fear of Stark law penal-
ties is usually the main impetus behind
providers’ decisions to disclose. Moreover,
providers now have fewer options to voluntar-
ily disclose potential Stark law violations. In
light of this OIG announcement, providers
should carefully consider whether and how to
disclose Stark violations to the government.

Providers should consult legal counsel to deter-
mine the most efficient and cost effective method
to deal with potential compliance violations. 

OIG Limits the Provider 
Self-Disclosure Protocol
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