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Weathering the Coming Storm –
Implementing Electronic Health Records: Avoiding and Winning Disputes with EHR Vendors

by Marcus C. Hewitt & Antonia Peters

Introduction
Unprecedented financial incentives and

policy changes will dramatically accelerate
the shift to electronic medical records/elec-
tronic health records (“EHR”) in the next
several years. This surge is expected to cause
a spike in litigation over EHR implementa-
tions as software systems try to keep up with
rapidly-changing regulations, and as billions
of dollars in incentives draw unproven EHR
products and vendors into the marketplace.
Because of the amounts at stake, healthcare
providers must take appropriate steps to
select the best possible vendor and EHR
product, negotiate appropriate contract
terms, and conduct the implementation to
position themselves well should a dispute
arise.

Accelerating Migration
to Electronic Health Records
Billions of dollars of economic stimulus

funding is authorized for healthcare infor-
mation technology under the HITECH Act,
a part of the American Recovery and
Reinvestment Act of 2009. Included in that
total is around $19 billion in Medicare and
Medicaid incentives for hospitals and physi-
cians who are deemed “meaningful users” of
EHR. Also, starting in 2015, those who are
not meaningful users of EHR will have their
Medicare payments reduced by 1% each year
for three years, up to a 3% percent reduction
by 2017. The Act provides billions of dollars
in funding for other healthcare information
technology programs including federal grant
programs with $598-643 million in funding
for 70 regional extension centers, and $564
million for the State Health Information
Exchange Cooperative Agreement Program
(http://healthit.hhs.gov/), as well as loans by
the States for EHR technology. Although
EHR systems have been offered for years and
have been implemented by many providers,
numerous small and mid-size providers still
rely on paper records. Accordingly, the
unprecedented incentives are expected to
cause a huge migration to EHR systems
within the next several years.

The HITECH Act calls for the establish-
ment of new standards for interoperability,
security and functionality, which are current-
ly being developed by the Office of the
National Coordinator for Health
Information Technology (“ONC”). To qual-
ify for incentives, providers must make
“meaningful use” of EHR products “certi-
fied” to comply with these standards.
However, the applicable standards are in
flux. The Certification Commission for

Health Information Technology
(“CCHIT”), a voluntary nonprofit organiza-
tion formed in 2004, already certifies EHR
products, but new certification programs are
being developed, including a certification for
the HITECH Act incentives starting in
2011. See http://www.cchit.org/media/news/
2009/09/certification-commission-launching-
2011-certification-programs-october. Also,
CCHIT certification is not effective indefi-
nitely, and must be maintained as standards
and technology change. Moreover, the regu-
lations defining “meaningful use” of EHRs
have not yet been completed, and may
include standards that become increasingly
stringent over time. For example, “meaning-
ful use” is not initially expected to require
reporting of clinical outcomes, but such
reporting may be required for “meaningful
use” within several years.

As standards change, as new or modified
EHR products are introduced, and as new
EHR vendors enter the market, the stream of
unproven software products and new ven-
dors will be compounded by a very short
period in which to develop and test new
products. Medicare and Medicaid incentives
are currently set to begin with claims submit-
ted for the 2011 payment year, and reduc-
tion in payments to non-”meaningful users”
is set to begin in 2015. This timetable is fur-
ther compressed because a typical EHR
implementation requires months of efforts
to install, configure, and integrate the EHR
software, to convert existing records to elec-
tronic form, and to test an EHR system.

Anticipated Swell in 
EHR Contract Disputes 
These factors will likely result in a surge
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of disputes over defective EHR products and
implementation failures in the next several
years. Since providers can easily spend hun-
dreds of thousands of dollars or more buying
and implementing an EHR system, it is crit-
ical to do the appropriate homework before
choosing a product, and to handle the imple-
mentation appropriately to avoid disputes or
to maximize its chances should a dispute
arise. This article is not intended as a com-
prehensive checklist, but the following are
several ways in which healthcare providers
can improve the chances of a successful tran-
sition and improve their outcome in a dis-
pute with an EHR vendor.

Specific 
Representations/Covenants
Providers must understand the practical,

legal, technical and business requirements
before signing any contract, and make sure
the contract specifically includes terms
addressing all important requirements, such
as:

• Implementation schedule
• Performance benchmarks
• Security and encryption
• Penalties/discounts for 

implementation delays
• Features/functionality

• Compliance with “meaningful use” 
standards

• CCHIT certification
• Compliance with other specific 

standards and regulatory requirements
• Ongoing technical support
• Software maintenance and updates

Encryption
Encryption is particularly important. The

use of adequate encryption can enable
providers to avoid mandatory public notifi-
cation of data breaches under HITECH Act
Section 13402. With regards to compliance
with other specific standards, an example
would be the State “3013” plans (for increas-
ing the capacity for health information
exchange) may require certain products or
capabilities, and may vary between states.
Using a “certified” EHR product does not
ensure compliance with the State plan. As of
the writing of this article, the State plans are
still being written and the implications of
failing to comply are not yet known.

Litigation and Discovery
Virtually all providers face litigation with

patients at some point, and discovery rules
require that evidence be preserved and
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The Chair’s Comments
A Word from Leighton P. Roper, III 

No one who reads this
column will be surprised
to know that all North
Carolina lawyers have
shared in our clients’ and
employers’ recent finan-
cial woes.  

Nonetheless, I ask you
to take a moment today
(or the next time you’re asked) to assist a very
important segment of our profession – law
students – in attaining the knowledge and
experience that can come only from interac-
tion with a practicing health lawyer such as
yourself.  

I make this request here because, as a prac-
titioner working in an industry that is arguably
more “recession-proof” than most, you may
not realize that you are in a better position
than your colleagues in harder-hit sections of
the Bar to help the next generation of lawyers.

It’s  well known that the number of firms
offering paid summer clerkships or associate
positions is dwindling.  I would posit that this

only makes the “little things” matter more.  
What are those little things I can do, you

ask?  Opportunities will of course present
themselves from time to time, but here are a
few thoughts:  Take the time to answer the stu-
dent e-mail in your inbox asking how to break
into health law.  Volunteer to be a mentor
through the Bar or your alma mater or local
law school.  Offer to meet a student over cof-
fee to answer their questions about health law
and discuss your experience in it.  Give more
consideration to requests for unpaid in/extern-
ships in your firm or office.

Your Health Law Council is taking imme-
diate action in this area too.  This month we
will consider proposals to create a new student
position on the council, hold future meetings
at North Carolina law schools and make CLE
scholarships and research grants available to
North Carolina law students.

Please answer our call for help in these and
other law student-focused endeavors, for the
benefit our future colleagues as well as that of
the Bar in general. 

Leighton Roper
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turned over to opposing parties. Since much
evidence is contained in medical records, a
contracted EHR vendor that maintains data
must have the capability for retention of
records and litigation holds. An EHR con-
tract also should define the vendor’s respon-
sibilities and state whether those obligations
are included in the contract rate or will be
subject to additional fees.

Regulatory Concerns 
The HITECH Act expands the HIPAA

privacy and security rules, increases the
penalties for HIPAA violations, and provides
for mandatory reporting of HIPAA breaches
in some cases. See HITECH Act Section
13402. In light of these more stringent
requirements, providers must be familiar
with the regulatory obligations associated
with EHR and in addition to the EHR con-
tract, a provider should also have a HIPAA
and HITECH Act-compliant Business
Associate Agreement with the EHR vendor.
Providers should also require EHR vendors

with access to protected information to
assume appropriate responsibility for com-
pliance (particularly applicable in “Software
as a Service” or “cloud computing” applica-
tions). For example, the provider might
require that the EHR contract allow the
provider to give patients a copy of their
records upon request, or the provider might
attempt to negotiate indemnification by the
EHR vendor for data breaches caused by the
EHR product or the vendor’s actions. 

Change Orders
Software agreements often contain stan-

dard terms for “change orders” under which
modifications made to the software at the
customer’s request are charged to the cus-
tomer at the vendor’s “standard” charges.
However, in light of the rapidly changing
regulation of EHR, providers should not
agree to such open-ended terms, which
would severely weaken the provider’s bar-
gaining position if changes become neces-
sary. Instead, providers should specifically

negotiate a practical and mutually acceptable
procedure for changes and should involve
the appropriate decision makers (such as the
provider’s administrator and IT and compli-
ance personnel). The procedure should also
require that any changes that will be charged
to the provider must be agreed to by a desig-
nated person or persons with authority to
bind the provider. 

After an implementation has begun, the
provider should make sure that the appropri-
ate persons are familiar with and comply
with the change procedures, and hold the
vendor to the procedures as well. 

Watch for Disclaimers
Computer hardware/software contracts

routinely contain extensive warranty dis-
claimers and limitations of liability; and ven-
dors are sometimes unwilling to agree that
the software will meet the representations in
the vendor’s own marketing materials.
Vendors’ reluctance to give specific war-
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ranties for software is often because software
products usually must integrate with a
provider’s existing computer system over
which the vendor has no control. However, a
provider must be sure to understand the
extent to which the vendor will stand behind
its product.

Providers should be especially careful
with “off the shelf ” EHR products. These
standard systems may not provide imple-
mentation assistance, and may have blanket
disclaimers of virtually all warranties and lia-
bility, which are effectively non-negotiable. 

Usability Issues v. Defects
Often, the willingness of physicians and

staff to use a new product depends on its ease
of use and the efficiency with which it can
accomplish needed tasks. But particularly
with newer products, the software designer
may have little or no understanding of a
provider’s workflow, resulting in a hopelessly
cumbersome and inefficient interface.
Providers must be aware that under most
contracts, if a product technically does what
it is represented to do, there is little recourse
if the software is badly designed or impracti-
cal to use. 

Thoroughly Evaluate 
Potential EHR Products
This advice cannot be overemphasized.

As discussed in the previous paragraph, a
product’s capabilities “on paper” are mean-
ingless if the software is not feasible for rou-
tine use. Therefore, do not rely on a
brochure or a salesperson’s representations.
Insist on using the product, preferably on a
trial basis with actual data (not a “demo” ver-
sion with sample records). Replicate as close-
ly as possible the actual workflow for which
the product is being considered, and involve
the physicians and others who will actually
use the product. Getting and calling refer-
ences among similar providers can also avoid
potential disasters. 

It is particularly important not to rely on
marketing information or product “demos”
in the cases of new products and new releas-
es of existing products. For example, “demo”
versions of software may have limited fea-
tures, or in some cases may simply simulate
the interface and operation of software still
in development. Changes and cancellations
are not uncommon in the software develop-
ment cycle; and since vendors frequently dis-

claim any representations made in marketing
materials (including statements by the sales-
person and product demonstrations), fea-
tures and workflows represented by the sales-
person may be different or even absent in the
actual software delivered. 

Also, consider hiring a consultant to assist
in choosing an EHR product or evaluating
competing products. There are many knowl-
edgeable and reputable consultants who can
help your organization select an appropriate
product and vendor, and even help guide it
through the implementation process, saving
time, money and headaches. 

Due Diligence Regarding Vendor
A favorable EHR contract has little value

if the vendor fails to comply with all applica-
ble laws and regulations, has inadequate
resources to deliver, or goes bankrupt.
Healthcare providers should investigate ven-
dors and contact other customers to provide
some assurance that the vendor is reputable
and technically proficient (especially with
regard to data security), adequately capital-
ized, and has a proven record of successful
implementations. 

Payment Structure
Avoid paying for an EHR system in full

before it is fully implemented and function-
al. Implementation of new software with an
existing system is inherently complex and
can be expected to take months of effort
with numerous errors and problems along
the way, and a vendor’s incentive to correct
problems as they arise is far less if it has
already been paid in full. Some up-front pay-
ment will be required, but insist that a signif-
icant amount of the purchase price not be
due until the provider acknowledges that the
implementation is complete and successful. 

Ensure Adequate 
Remedies for Breach
When a software vendor fails to deliver

the agreed-upon product, standard vendor
contracts routinely limit the customer’s rem-
edy to having the vendor correct the defects,
and/or recovering no more than the amount
the customer paid to the vendor. In the case
of an EHR system, these remedies can be
grossly inadequate, particularly where the
provider has also invested countless employ-
ee hours or is ineligible for government
incentives as a result, or where the provider is

facing liability for a data breach caused by
defective software. Pay extra attention to the
contract terms relating to limitations of lia-
bility or limited remedies. 

Single Point of Contact/
Be the Squeaky Wheel
During extended implementations of

EHR systems, the vendor’s technical staff
necessarily works closely with the provider’s
personnel, frequently resulting in a casual,
friendly relationship between the employees
“in the trenches.” But when implementa-
tions fail, the provider and vendor inevitably
disagree over whether the failure was because
of the provider’s failure to properly support
the implementation effort, problems with
the provider’s existing system, defects with
the EHR software, or incompetence of the
vendor’s support personnel. 

Many contract claims against software
vendors fail because of casual e-mails in
which the provider’s staff politely accepts
blame for a problem, or declines to point out
a vendor’s failure or product defect.
Providers should designate a knowledgeable,
reliable management point of contact to stay
closely involved with all communications
with the vendor during implementation, and
make sure the vendor designates a single
responsible point of contact as well. The
provider’s point person should understand
the vendor’s and provider’s respective obliga-
tions, ensure the provider complies with the
contract, and see that any failure by the ven-
dor is documented and addressed immedi-
ately. Management oversight requires atten-
tion. Every provider has many irons in the
fire, but few can afford to lose the time and
money that an EHR investment represents. 

Conclusion
The best way to avoid litigation in con-

nection with an EHR product is to make
every effort to choose the best possible prod-
uct and vendor. However, despite best
efforts, disputes between vendors and health-
care providers will occur. The law applied by
a court or arbitrator in these cases will
depend largely on the terms of the contract
entered into by the healthcare provider and
the EHR vendor. As a result, a dispute may
be won or lost before a contract is ever signed
because of the terms negotiated. 

See STORM page 6
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Moreover, providers must devote the nec-
essary resources for the implementation and
ensure that the provider and vendor both
comply with the contract at all times. These
measures will require an investment of time
and money, but are necessary to a successful
implementation; and if the implementation
fails, will dramatically improve the provider’s
chances in litigation. Equally important,
these measures will improve the Provider’s
leverage in negotiating a resolution.
Considering the expense and risk of an EHR
implementation failure or protracted litiga-
tion, the investment is well worthwhile. 

For more information on the regulatory and
practical considerations relating to EHR, see
“Charting a New Course: Practical
Considerations for Implementing an Electronic
Health Records System” by Roy Wyman and
Amanda Kutz. (Visit http://www.williams
mullen.com/charting-a-new-course-practical-
considerations-for-implementing-an-electronic-
health-records-system-04-01-2009/).

Marcus C. Hewitt is a partner with
Williams Mullen focusing his practice in the
areas of health care disputes and administrative
and commercial litigation, including contrac-
tual disputes and numerous Certificate of Need

(CON) matters involving physician practices,
hospitals and private providers. Mr. Hewitt is
resident in the Raleigh office of Williams
Mullen and may be reached at 919.981.4308
or mhewitt@williamsmullen.com. 

Antonia A. Peters is an associate with
Williams Mullen focusing her practice on gen-
eral business and regulatory concerns of health
care clients, including issues such as HIPAA,
fraud and abuse, Stark and EMTALA. She is
resident in the Research Triangle Park office of
Williams Mullen and may be reached at
919.282.1905 or apeters@williamsmullen.com.

What to Do When 
the Government Comes Knocking
by Michael R. Gordon & Sean A. Timmons

Government investigations continue to
focus on health care providers. Should the
government contact your client, here are
some potential action steps to advise your
client to take. 

1. Doctor and Management of 
Medical Practice’s Rights in 
Dealing with Government Agents 
• There is no obligation to voluntarily

speak with government agents (hereinafter
“agents”). 

• You have a 5th Amendment right to
refuse to speak to agents. 

• If you are contacted by an agent,
respectfully request that the agent contact
your attorney. 

• If contacted by an agent, request the
agent’s name, place of business, and phone
number (as well as the name and phone
number of the government attorney involved
in the investigation). 

2. Employees’ Rights 
• Employees are not obligated to speak

with agents. However, do not encourage

employees not to speak to agents. This could
be considered obstruction of justice, which,
in and of itself, is illegal. You should simply
inform your employees that it is their deci-
sion whether they want to speak to an agent. 

• Regardless of whether the employee
decides to be interviewed by an agent, ask
that the employee inform you when they are
contacted by an agent. 

• If an employee informs you that they
are going to speak to an agent, simply tell the
employee to answer all questions truthfully. 

• Let your employees know that they have
the right to be represented by counsel during
an interview. 

• Inform the employee that if they agree
to an interview, then your attorney would
like to be present for the interview. 

3. Should an Agent Present 
a Search Warrant, Do (or 
Instruct Your Employees to Do) 
the Following: 
• Request a copy of the warrant and affi-

davit supporting execution of the warrant.

(Please note that the affidavit is often not
available, because it is often under seal.) 

• Accept the warrant and fax or e-mail a
copy to an attorney experienced in this area
of law. Politely, ask the agent if they can wait
for your attorney to arrive before searching
or if you can have some time to discuss the
warrant with your attorney before the search
begins. 

• Send your entire staff home so long as
that will not compromise patient care. 

• No one is required to talk to an agent.
Search warrants are for documents, not testi-
mony. 

• Do not interfere with the search as
authorized, but do not consent to the search
of other areas or other documents except
those authorized by the warrant. 

• Ask the agent some questions. Try to
learn the nature of the investigation and
what crimes are suspected. 

• Listen to what agents are saying as they
search and take notes accordingly. They
might say something about the investigation

http://www.williamsmullen.com/charting-a-new-course-practical-considerations-for-implementing-an-electronic-health-records-system-04-01-2009/



