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You manage a company that operates a website
providing data to paid subscribers.  The sub-
scribers access your company’s website
through individual pass-
words. Your database is so
successful that one of your
former clients, which is
also in a similar business,
offers to buy it.  But your
company declines the offer.  

Around the same time, you
fire your marketing direc-
tor, thinking your compa-
ny is protected from being
injured by that employee
because he is subject to
non-competition and non-
disclosure agreements.

You then discover that
your former client-now-
competitor hired your for-
mer marketing director to compete against
your company, despite his non-competition
agreement.  Soon one of your long-time
clients informs you that it is switching to your
competitor’s services.  

Suspicious, your company begins to investi-
gate and discovers that for the last four years,
its database had been accessed hundreds of
times from an IP address traced to your com-
petitor’s home city. And your competitor
seems to have accessed your database by using
the passwords assigned to your long-time
client that switched to your competitor.

What can you do to protect your company’s
database and trade secrets?

In State Analysis, Inc. d/b/a Statescape v.
American Financial Services, Assoc., et al.,
(E.D.VA. March 1, 2009) the court examined
numerous claims filed by StateScape in a case
that is similar to the facts described above.
StateScape brought suit in the U.S. District
Court for the Eastern District of Virginia
against: (1) its former client that set-up a com-
peting business (the “Competitor”); (2) its for-
mer client that allegedly provided its password
to the Competitor (“Former Client”); and (3)
its former marketing director.

Several of the court’s findings are noteworthy
for businesses because they explain how cer-
tain laws can and cannot protect a company’s
valuable information.  

Trade Secrets Claim

The court rejected StateScape’s claim that
passwords used by its clients constituted trade
secrets under Virginia’s Uniform Trade Secrets
Act (“VUTSA”), Virginia Code § 59.1-336.
Under the VUTSA, a “‘trade secret’ means
information, including but not limited to, a
formula, pattern, compilation, program,
device, method, technique or process, that: (1)
derives independent economic value, actual or
potential, from not being generally known to,
and not being readily ascertainable by proper
means by, other persons who can obtain eco-
nomic value from its disclosure or use, and (2)
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is the subject of efforts that are reasonable under the circum-
stances to maintain its secrecy.”

StateScape’s claim failed the first part of that test since the
passwords did not have independent economic value:
“Although the passwords at issue clearly have economic value
given that they are integral to accessing StateScape’s database,
they have no independent economic value in the way a for-
mula or a customer list might have. Where a plaintiff has not
alleged that its passwords are the product of any special for-
mula or algorithm that it developed, the passwords are not
trade secrets.”

Computer Fraud and Abuse Act (“CFAA”)

The court also addressed whether StateScape had claims
against the Competitor and Former Client for allegedly
exceeding their authorized access to the database.  The feder-
al Computer Fraud and Abuse Act “prohibits ‘intentionally
access[ing] a computer without authorization or exceed[ing]
authorized access, and thereby obtain[ing] . . . information
from any protected computer . . .” 18 U.S.C. Sec. 1030 (a)
(2).  ‘Exceeds authorized access’ is explicitly defined as ‘to
access a computer with authorization and to use such access
to obtain or alter information in the computer that the
accesser is not entitled so to obtain or alter.’” 18 U.S.C. Sec.
1030 (e) (6).

After reviewing the complaint, the court held that the plain-
tiff stated a claim against its Competitor for accessing
“StateScape’s website using usernames and passwords that did
not belong to it.”

But the court found that StateScape did not state a claim
against its Former Client because the Former Client “never
went beyond the areas that StateScape authorized [it] to
access.”  The court focused on StateScape’s agreement with its
customers.  The agreement only reserved the right to termi-

nate the Former Client’s contract instead of having the con-
tract automatically terminate if the Former Client breached
the contract.  Because StateScape did not exercise its right to
terminate the contract, the Former Client was never without
authorization.

Additional Claims

The Court also examined several other claims asserted by
StateScape, including the Electronic Communications
Privacy Act (“ECPA”), the Virginia Computer Crimes Act,
and Trespass to Chattels.  A full discussion of the court’s
analysis of those claims can be found by clicking here.  

Take Away Points

Companies that operate password protected websites should
consider whether to use tracking software to track accessers’
locations and usage frequencies.  And, if there are significant
changes in those patterns, they should carefully consider
whether to investigate potential causes for the change.  

In addition, companies should consider what impact a cus-
tomer’s breach of the terms of its contract should have on the
customer’s access rights to the website.  On the one hand,
automatic termination may provide your company with addi-
tional remedies against a customer who wrongfully gives away
your passwords.  But terminating your customer’s rights may
create its own set of business and legal challenges.
Companies should consult their attorneys about how to tai-
lor their contracts to address this issue.

For more information on this topic, please contact W. Michael
Holm, mholm@williamsmullen.com, 703.760.5225; or James
B. Kinsel, jkinsel@williamsmullen.com, 703.760.5251. Mr.
Holm and Mr. Kinsel are also the authors of the Unfair Business
Practices blog (http://unfairbusinesspractices.blogspot.com/).
This article is a modified version of the blog post dated June 8,
2009. 
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