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Introduction
Unprecedented financial incentives and policy changes have 
dramatically accelerated the shift to electronic health records 
(EHRs). This surge is likely to cause a spike in litigation over EHR 
system implementations as software systems try to keep up with 
changing regulations, and as billions in incentives draw unproven 
EHR products and vendors into the marketplace. Because of the 
amounts at stake, healthcare providers must take appropriate 
steps to select the best possible vendor and EHR product, nego-
tiate appropriate contract terms, and conduct the implementation 
to position themselves well should a dispute arise.

Accelerating Migration to EHRs
The Health Information Technology for Economic and Clinical 
Health (HITECH) Act, a part of the American Recovery and 
Reinvestment Act of 2009, authorized billions of dollars of 
economic stimulus funding for health information technology 
(HIT), including around $19 billion in Medicare and Medicaid 
incentives for hospitals and physicians who are deemed “mean-
ingful users” of EHRs. Also, starting in 2015, those who are not 
meaningful users of EHRs will have their Medicare payments 
reduced by 1% each year for three years, up to a 3% reduction 
by 2017. The Act also includes billions in funding for other HIT 
programs.1 Although EHR systems have been offered for years 
and have been implemented by many providers, numerous small 
and mid-size providers still rely on paper records. Accordingly, 
the unprecedented incentives have triggered a huge migration to 
EHR systems that will continue for the next several years.

The HITECH Act mandates new standards for interoperability, 
security, and functionality. To qualify for incentives, providers must 
make “meaningful use” of EHR products “certified” to comply with 
these standards. However, the applicable standards are in flux.2 
Also, certification is not effective indefinitely, and must be main-
tained as standards and technology change. Moreover, only the first 
of three stages of regulations defining meaningful use of EHRs have 
been completed thus far; the second and third stages are expected 
to include increasingly stringent requirements.3

As standards change, as new and modified EHR products are 
introduced, and as new EHR vendors enter the market, the stream 
of unproven software products and new vendors are compounded 
by a short period in which to develop and test new products. 
Medicare and Medicaid incentives already began with claims 
submitted for the 2011 payment year, and reduction in payments 
to non-“meaningful users” is set to begin in 2015. This timetable is 
further compressed because a typical EHR implementation requires 
months of efforts to install, configure, and integrate the EHR soft-
ware, to migrate existing paper records to electronic form, test the 
EHR system, and train users on its proper use. 

Anticipated Swell in EHR Contract Disputes 
These factors will likely result in a surge of disputes over 
defective EHR products and implementation failures. Because 
providers can easily spend hundreds of thousands of dollars or 
more buying and implementing an EHR system, it is critical for 
them to do the appropriate homework before choosing a product, 
and to handle the implementation appropriately to avoid disputes 
or to maximize their chances of prevailing should a dispute arise. 
This article is not intended as a comprehensive checklist, but 
the following are several ways in which healthcare providers can 
improve the chances of a successful transition and improve their 
outcome in a dispute with an EHR vendor.

Specific Representations/Covenants
Providers must understand the practical, legal, technical, and 
business requirements before signing any contract, and make sure 
the contract specifically includes terms addressing all important 
requirements, such as:

•	 Implementation	schedule;

•	 Performance	benchmarks;

•	 Security	and	encryption;4

•	 Penalties/discounts	for	implementation	delays;

•	 Features/functionality;

•	 Compliance	with	meaningful	use	standards;

•	 ONC	certification;	

•	 Compliance	with	other	specific	standards	and	regulatory	
requirements;5

•	 Ongoing	technical	support;	and

•	 Software	maintenance	and	updates.

Litigation and Discovery
Virtually all providers face litigation with patients at some point, 
and electronic discovery rules require that evidence be preserved 
and turned over to opposing parties. Because much evidence 
is contained in medical records, a contracted EHR system must 
have the capability for retention of records and litigation holds. 
Also, if the EHR vendor maintains data, the EHR contract should 
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define the vendor’s responsibilities with respect to evidence pres-
ervation and production and state whether those obligations are 
included in the contract rate or will be subject to additional fees.

Regulatory Concerns
The HITECH Act expands the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) privacy and security rules, 
increases the penalties for HIPAA violations, and provides for 
mandatory reporting of HIPAA breaches in some cases.6 In light 
of these more stringent requirements, providers must be familiar 
with the regulatory obligations associated with EHR.7 Providers 
should require EHR vendors with access to protected informa-
tion to assume appropriate responsibility for compliance. This 
is particularly applicable in “software as a service” or “cloud 
computing”	applications.	For	example,	the	provider	might	insist	
that the EHR contract require the vendor to give patients a copy 
of their records upon request, or the provider might attempt to 
negotiate indemnification by the EHR vendor for data breaches 
caused by the EHR product or the vendor’s actions. 

Change Orders
Software	agreements	often	contain	standard	terms	for	“change	
orders” under which modifications made to the software at the 
customer’s request are charged to the customer at the vendor’s 
“standard” charges. However, in light of the evolving regulation 
of EHRs, providers should not agree to such open-ended terms, 
which would severely weaken the provider’s bargaining position 
if changes become necessary. Instead, providers should specifi-
cally negotiate a practical and mutually acceptable procedure 
for changes and should involve the appropriate decision makers 
(such as the provider’s administrator and information technology 
(IT) and compliance personnel). The procedure should also 
require that any changes that will be charged to the provider 
must be agreed to by a designated person or persons with 
authority to commit the provider. 

After an implementation has begun, the provider should make 
sure the appropriate persons are familiar with and comply with the 
change procedures, and hold the vendor to the procedures as well. 

Watch for Disclaimers
Computer hardware/software contracts routinely contain exten-
sive warranty disclaimers and limitations of liabilitys, and 
vendors are sometimes unwilling to agree that the software will 
meet the representations in the vendor’s own marketing mate-
rials. Vendors’ reluctance to give specific warranties for software 
is often because software products usually must integrate with 
a provider’s existing IT system over which the vendor has no 
control. However, a provider must be sure to understand the 
extent to which the vendor will stand behind its product.

Providers should be especially careful with “off the shelf” EHR 
products. These standard systems may not provide implementa-
tion assistance, and may have blanket disclaimers of virtually all 
warranties and liability, which are effectively non-negotiable. 

Usability Issues v. Defects
Often,	the	willingness	of	physicians	and	staff	to	use	a	new	
product depends on its ease of use and the efficiency with which 
it can accomplish needed tasks. But particularly with newer prod-
ucts, the software designer may have little or no understanding of 
a provider’s workflow, resulting in a hopelessly cumbersome and 
inefficient interface. Providers must be aware that under most 
contracts, if a product technically does what it is represented to 
do, there is little recourse if the software is badly designed or 
impractical to use. 

Thoroughly Evaluate Potential EHR Products
This advice cannot be overemphasized. As discussed in the 
previous paragraph, a product’s capabilities “on paper” are mean-
ingless if the software is not feasible for routine use. Therefore, 
providers should never rely solely on a brochure or a salesperson’s 
representations. Insist on using the product, preferably on a trial 
basis with actual data (not a “demo” version with sample records). 
Replicate as closely as possible the actual workflow for which 
the product is being considered, and involve the physicians and 
others who will actually use the product. Getting and calling refer-
ences among similar providers can also avoid potential disasters. 

It is particularly important not to rely on marketing informa-
tion or product “demos” in the cases of new products and new 
releases	of	existing	products.	For	example,	demo	versions	of	
software may have limited features, or in some cases may simply 
simulate the interface and operation of software still in develop-
ment. Changes and cancellations are not uncommon in the soft-
ware development cycle; and because vendors frequently disclaim 
any representations made in marketing materials (including state-
ments by the salesperson and product demonstrations), features 
and workflows represented by salespersons may be different or 
even absent in the actual software delivered. 

Also, consider hiring a consultant to assist in choosing an EHR 
product or evaluating competing products. There are many 
knowledgeable and reputable consultants who can help providers 
select an appropriate product and vendor, and even help guide 
the implementation process, saving time, money, and headaches. 

Due Diligence Regarding Vendor
A favorable EHR contract has little value if the vendor fails to 
comply with applicable laws and regulations, has inadequate 
resources to deliver, or goes bankrupt. Healthcare providers should 
investigate vendors and contact other customers to provide some 
assurance that the vendor is reputable and technically proficient 
(especially with regard to data security), adequately capitalized, 
and has a proven record of successful implementations. 
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Payment Structure
Avoid paying for an EHR system in full before it is fully imple-
mented and functional. Implementation of new software with an 
existing system is inherently complex and can be expected to take 
months of effort with numerous errors and problems along the 
way, and a vendor’s incentive to correct problems as they arise is 
far	less	if	it	has	already	been	paid	in	full.	Some	upfront	payment	
will be required, but insist that a significant amount of the 
purchase price not be due until the provider acknowledges that 
the implementation is complete and successful. 

Ensure Adequate Remedies for Breach
When a software vendor fails to deliver the agreed-upon product, 
standard vendor contracts routinely limit the customer’s remedy 
to having the vendor correct the defects, and/or recovering no 
more than the amount the customer paid to the vendor. In the 
case of an EHR system, these remedies can be grossly inadequate, 
particularly where the provider has also invested countless 
employee hours or may be ineligible for government incentives 
as a result, or where the provider faces liability for a data breach 
caused by defective software. Pay extra attention to contract 
terms relating to limitations of liability or limited remedies. 

Single Point of Contact/the “Squeaky Wheel”
During extended implementations of EHR systems, the vendor’s 
technical staff necessarily works closely with the provider’s 
personnel, frequently resulting in a casual, friendly relation-
ship between the employees “in the trenches.” But when imple-
mentations fail, the provider and vendor inevitably disagree 
over whether the failure was because of the provider’s failure to 
properly support the implementation effort, problems with the 
provider’s existing system, defects with the EHR software, or 
incompetence of the vendor’s support personnel. 

Many contract claims against software vendors fail because of 
casual emails in which the provider’s staff politely accepts blame 
for a problem, or declines to point out a vendor’s failure or 
product defect. Providers should designate a knowledgeable, reli-
able management point of contact to stay closely involved with 
all communications with the vendor during implementation, and 
make sure the vendor designates a single responsible point of 
contact as well. The provider’s point person should understand 
the vendor’s and provider’s respective obligations, ensure the 
provider complies with the contract, and see that any failure by 
the vendor is documented and addressed immediately. Manage-
ment oversight requires attention. Every provider has many irons 
in the fire, but few can afford to lose the time and money that an 
EHR investment represents. 

Conclusion
The best way to avoid litigation in connection with an EHR 
product is to make every effort to choose the best possible product 
and vendor. However, despite best efforts, disputes between 
vendors and healthcare providers will occur. The law applied by a 
court or arbitrator in these cases will depend largely on the terms 
of the contract entered into by the healthcare provider and the 
EHR vendor. As a result, a dispute may be won or lost before a 
contract is ever signed as a result of the terms negotiated. 

Moreover, providers must devote the necessary resources for 
the implementation and ensure that the provider and vendor 
both comply with the contract at all times. These measures will 
require an investment of time and money, but are necessary to a 
successful implementation; and if the implementation fails, will 
dramatically improve the provider’s chances in litigation. Equally 
important, these measures will improve the provider’s leverage in 
negotiating a resolution. Considering the expense and risk of an 
EHR implementation failure or protracted litigation, the invest-
ment is well worthwhile.
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1 The HITECH Act also provides for federal grant programs including $598-643 
million in funding for seventy regional extension centers, and $564 million 
for	the	State	Health	Information	Exchange	Cooperative	Agreement	Program	
(http://healthit.hhs.gov/), as well as loans by the states for EHR technology. 

2	 The	Office	of	the	National	Coordinator	for	Health	Information	Technol-
ogy has established a temporary certification program, under which EHR 
products must be certified in order for their use to qualify providers for the 
EHR incentive program (http://healthit.hhs.gov/portal/server.pt?open=512&
objID=2885&parentname=CommunityPage&parentid=72&mode=2&in_hi_
userid=12059&cached=true).

3	 For	example,	the	Stage	One	meaningful	use	objectives	do	not	require	reporting	
of clinical outcomes, but such reporting may be required for later stages.

4 Encryption is particularly important. The use of adequate encryption can en-
able providers to avoid mandatory public notification of data breaches under 
HITECH Act § 13402.

5	 For	example,	individual	state	“3013”	plans	for	increasing	the	capacity	for	
health information exchange include varying structures and technical capabili-
ties. Using a “certified” EHR product does not ensure compliance with the 
state plan. As of the writing of this article, many state plans are still being writ-
ten and the implications of failing to comply are not yet known.

6 HITECH Act § 13402.
7 In addition to the EHR contract, a provider should also have a HIPAA and 

HITECH Act-compliant Business Associate Agreement with the EHR vendor. 
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