State Department Announces Another
Major ITAR Enforcement Case and $30
Million Penalty
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On April 25, 2018 the Directorate of Defense Trade Controls (“DDTC”) announced another major
enforcement case for violations of the International Traffic In Arms Regulations (“ITAR”). The case,
involving FLIR Systems, Inc. (“Respondent”), involved a wide range of alleged violations and resulted in
a $30,000,000 civil penalty.[1] This case is a sobering reminder of DDTC’s serious commitment to
investigate ITAR violations and provides an important compliance lesson for U.S. and foreign
companies.
The Respondent is a manufacturer of advanced sensors used to protect borders, gather intelligence and
protect critical infrastructure. DDTC alleged that the Respondent engaged in multiple violations of the
Arms Export Control Act (“AECA”) and ITAR Part 127 including:

Failure to apply for and manage export licenses;
Failure to comply with terms, conditions and provisos of licenses;
Poor management of use of license exemptions;
Inaccurate or incomplete shipping documents;
Improper actions at trade shows;
Failure to obtain Nontransfer and Use Certificates;
Failure to properly decrement or report quantities of items shipped;
Failure to properly record shipments;
Failure to return items to the U.S. under temporary export licenses;
Failure to file reports of payments of contributions, fees and sales commissions as required under
22 CFR Part 130;
Multiple recordkeeping violations.

DDTC also identified significant alleged violations by the Company for permitting certain of its

employees who are foreign or dual nationals to have access to ITAR-controlled technical data stored in
the Company’s computer system. DDTC alleged that the Company failed to have adequate controls in
the data system to prevent foreign national employees from accessing controlled files through their use
of the system. In addition, DDTC stated that the Respondent failed to collect citizenship information
necessary to determine licensing requirements for its foreign-person employees, including employees
holding nationalities from more than one country.
DDTC identified a number of aggravating factors including significant compliance program deficiencies
and “deficient ITAR expertise and senior leadership oversight.” As part of the proceedings, the
Respondent entered an agreement with DDTC to toll the statute of limitations.
As referenced above, as part of the settlement the Respondent agreed to $30 million in civil fines and
remedial compliance measures – of this amount $15 million will be suspended on the condition that the
Respondent applies the suspended amount to pay for remedial compliance measures. The Respondent
also agreed to appoint a “special compliance officer” to monitor ITAR compliance for a minimum of three
years in consultation with DDTC. In addition, the Consent Agreement requires the Respondent to adopt
policies and procedures to address the following:

Identification and classification of defense articles and defense services;
Identification of technical data and marking thereof;
Maintenance and protection of and access to technical data on computer networks or other
electronic methods of storage and transfer;
Ensuring physical security of facilities where ITAR-regulated activity occurs;
Screening and control of persons who are not authorized for access to ITAR-controlled defense
articles and defense services;
Obtaining, managing, and complying with the scope of ITAR authorizations, particularly for
business development;
Maintaining appropriate records;
Company logistics department responsible for exporting, reexporting, or retransferring defense
articles;
Employment and management of foreign persons, to include dual national/third country nationals,
who may be engaged in ITAR-regulated activity, or have access to ITAR-regulated technical data;
Compliance with ITAR Part 130;
Procurement, to include using known and unknown U.S. suppliers with foreign manufacturing
facilities;
Incorporating AECA and ITAR compliance into management business plans at the senior executive
level;
Using overseas representatives who will be involved with temporary exports;
Preventing, detecting, and reporting AECA and ITAR violations;
Submitting voluntary disclosures to the State Department
Meeting and maintaining adequate AECA and ITAR compliance staffing levels at all divisions and

facilities that involve ITAR-regulated activities.

The Proposed Charging Letter, Consent Agreement and Order are available through these links.
This case is an important reminder to U.S. companies of the importance of following basic principles of
ITAR compliance in their day-to-day business activities. The basic “blocking and tackling” in ITARcompliance, of course, includes conducting classifications of the company’s products and services,
obtaining requisite licenses and TAA’s, protection of controlled technical data, complying with terms and
conditions of authorizations, proper use of license exemptions, proper license administration, denied
party screening, employee training and compliance with ITAR recordkeeping requirements. Adopting an
ITAR compliance program can assist in reducing violations and provide a basis for reducing penalties if
violations do occur.
This case confirms that what may initially appear to be mere “routine” ITAR violations can turn out to be
a $30 million problem very quickly.

Note: This article contains general, condensed summaries of actual legal matters, statutes and opinions
for information purposes. It is not intended and should not be construed as legal advice.
To be placed on our list to receive additional articles on export and import law please contact Thomas
McVey at: tmcvey@williamsmullen.com or 202.293.8118. Additional articles on ITAR, EAR and US
sanctions programs are available at: “Export Articles.”

[1] Of this amount $15 million will be suspended on the condition that
the Respondent applies the suspended amount to pay for selfinitiated remedial compliance measures.
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