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A. INTRODUCTION TO CORPORATE COMPLIANCE ACTIVITIES 
 
A corporate compliance program is an internal management system which assists 

employees in understanding and following targeted legal principles on an organized basis.  

Corporate compliance programs usually have two major functions – a program to educate 

employees about the relevant law, and a management system to organize and monitor employee 

behavior.  There are no legally mandated standards for compliance programs; they are usually 

designed based upon specific factors such as the size of the organization, the countries in which 

it operates, the laws covered under the program, the level of regulation of the industry in 

question and the company's compliance history. 

 

 To be effective, a compliance program must be adopted at the highest level of the 

organization (usually by the board of directors) and overseen on a regular basis by a senior 

corporate official.  The adoption of a compliance policy, by itself, is not sufficient; there must be 

an ongoing program of overseeing employee activities which adjusts to changes in the law and 

the organization.  Many companies view the goal of a corporate compliance program as 

establishing a "culture" of legal compliance within the company.   

 

Compliance programs are customarily used in a variety of legal areas which present 

significant legal risk to U.S. companies, including employee relations (including sexual 

harassment and employee discrimination), insider trading, antitrust, securities laws, government 

contracting and international business.  While the focus of this Memorandum is on international 
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business compliance, the principles discussed herein are applicable to these other areas of legal 

compliance as well. 

 

Executive and judicial branch authorities have held that adoption of formalized company-

wide compliance programs are strongly encouraged to assist in compliance with relevant laws.  

Such programs help assure that the company’s management and employees are aware of 

applicable laws and are organized to take steps to comply with them.  Equally as important, such 

programs can serve as evidence of the good-faith attempts of management to educate employees 

and comply with the law.  Such evidence can be valuable in defending against claims in 

enforcement actions that a company did not use reasonable care in complying with the law, or 

that actions did not reach the level of "willfulness" required to be proven for certain criminal 

convictions.  Compliance programs have been recognized by federal agencies including the 

Department of Commerce and the U.S. Customs Service as a justification to mitigate penalties 

and are identified as a factor in reducing criminal sentences in the Federal Criminal Sentencing 

Guidelines.  In one widely cited case,1 the adoption of compliance efforts by a board of directors 

of a public company were instrumental in the court's finding that such directors should not be 

found personally liable for breach of fiduciary obligations in a shareholder derivative suit where 

the company had been previously convicted of criminal wrongdoing. 

                                                 
1  See In Re Caremark International, Inc. Derivative Litigation, 1996 WL 549894 (Del. Ch. 1996). 
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B. SCOPE OF THE INTERNATIONAL COMPLIANCE PROGRAM 

 

1. Substantive Laws Covered – As referenced above, corporate compliance 

programs are utilized by U.S. companies in a broad number of areas of law.  One of the most 

important areas pertains to international business laws. 

 

International business compliance programs are used by companies with any material 

involvement in overseas business including exporting or importing products, overseas licensing 

of software or technology, performing financial transactions with foreign parties including 

banking, securities issuance, insurance, and operating foreign subsidiaries, branches and joint 

ventures.  With the rapid expansion of globalization, this covers a significant portion of U.S. 

companies.   

 

A company's international compliance program is usually centered around the particular 

international business laws which are most prevalent in its industry.  For most companies this 

would be the Export Administration Regulations and the Foreign Corrupt Practices Act.  In the 

defense industry this would also include the Arms Export Control Act, the International 

Trafficking in Arms Regulations and various government contracting statutes.  In the chemical 

industry this would include the import/export provisions under the Toxic Substances Control 

Act, and in the pharmaceutical industry the import/export provisions of the Food, Drug and 

Cosmetic Act.  Most companies also require that their operations in foreign countries be in 
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compliance with the local laws of the foreign jurisdiction.  Our recommendation in almost all 

cases is that in developing an international compliance program, a company address all relevant 

substantive laws that impact on its international business activities.  This will assure a 

comprehensive level of control and reinforce the organization's company-wide culture toward 

legal compliance.  A checklist of substantive laws to be included in an international business 

compliance program is as follows: 

 

Substantive Laws To Be Covered In  

International Business Compliance Program 

General International Business Laws 

1. Export Administration Regulations (including export licensing and antiboycott 

regulations). 

2. Foreign Corrupt Practices Act. 

3. Various U.S. sanctions programs administered by the Office of Foreign Assets 

Control. 

4. Arms Export Control Act and the International Traffic In Arms Regulations 

(“ITAR”). 

5. Antiboycott laws set forth in the Internal Revenue Code, 50 App. USC § § 2407. 

 

Specialized Export Laws (If applicable to company operations) 
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1. Specialized laws related to industries such as maritime and shipping, chemicals, 

banking, atomic energy, electric power, pharmaceuticals, firearms.  A listing of 16 

U.S. export control laws is attached as Exhibit A. 

 

Import Laws (If applicable to company operations) 

1. Import laws under the Customs statutes and regulations. 

2.  Specialized import provisions under ITAR and Treasury regulations related to 

alcoholic beverages, tobacco, firearms. 

 

Foreign Laws 

1. Laws of the foreign country in which company is operating. 

 

2. Parties Covered Under The Program  -  The international business compliance 

program should cover all employees of the company involved in international activities, as well as 

all senior executives of the company.  In addition, companies often require the following parties to 

comply with the company's compliance program as a condition of the company conducting business 

with them: 

− Outside consultants, advisors, independent contractors. 

 

− Foreign distributors, agents, sales representatives and other business 

intermediaries. 
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− Joint venture partners and similar parties, especially if such parties will have 

access to restricted commodities, software or technology of the company. 

 

C. RELEVANT LEGAL STANDARD 

 

 Companies should incorporate legal principles from three general areas of law in their 

international compliance programs: 

 

1. The substantive laws covered under the program (e.g., the export control laws, the 

Foreign Corrupt Practices Act, etc.); 

 

2. The emerging legal principles regarding corporate legal compliance programs such as 

set forth in the Caremark case; and  

 

3. The principles set forth in the Federal Criminal Sentencing Guidelines.  (The Federal 

Criminal Sentencing Guidelines do not apply to convictions under certain of the U.S. 

export laws but courts often apply these principles even if not technically required to 

do so.) 
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In the area of the export control laws, U.S. companies are held to a high legal standard for 

compliance.  Sanctions for violations include criminal and civil penalties including up to twenty 

years imprisonment and fines of up to $1 million per violation.   

 

 Civil penalties can be imposed on a strict liability basis, i.e., without any intentional 

wrongdoing.2  Criminal sanctions can be imposed for "knowing" violations, although criminal 

sanctions have also been imposed on a strict liability basis.3  See 15 C.F.R. § 764.2.  Under the 

Export Administration Regulations, the term "knowledge" includes not only positive knowledge 

that a circumstance exists, but also an awareness of a high probability of its existence or future 

occurrence.  Such awareness is inferred from evidence of the conscious disregard of facts known 

to a person and is also inferred from a person's willful avoidance of the facts.  See 15 C.F.R. § 

772.  Parties are deemed to have knowledge of the requirements under the export control laws.  

Ignorance of the law or avoidance of the facts of a particular situation is not a defense. 

 

Criminal sanctions for corporate violations are often imposed on officers, directors and 

employees of the corporation in their personal capacities as well as against corporate defendants. 

                                                 
2  See Iran Air v. Kugelman, 966 F.2d 1253, 1993. 
3  See United States v. Shetterly, 971 F.2d 67, 73 (7th Cir. 1992) (holding that 50 U.S.C. App. § 2410(a) 
requires only that the criminal defendant “knowingly exported . . . a controlled commodity, without obtaining the 
appropriate export license” and does not require that “the exporter know that a license is required”); cf. Morisette v. 
United States, 342 U.S. 246, (1952) (“approv[ing],” as constitutional, imposition of strict criminal liability for 
“public welfare offenses”). 
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Sanctions are imposed both for direct participation in violations, as well as failure to properly 

supervise subordinates.4 

 

In addition, violations of these laws encompass not just making prohibited exports but 

also aiding and abetting, conspiring with or "supporting" other parties who make prohibited 

exports.  Consequently, parties who provide services related to international business 

transactions, such as transportation, financing, freight forwarding, customs brokering and other 

facilitation activities, fall within the scope of these laws.  This would also include parties who 

provide information-related products and services such as software or data processing services.  

If these parties have knowledge of, or reasonably should know, of export violations in 

transactions in which they are involved, they will also be in violation of the laws set out above. 

 

Sanctions for violations by exporters, carriers and transportation facilitators also include 

seizure of cargoes and vessels used in such exports under "forfeiture" procedures.  These 

procedures are civil in rem proceedings and hence are subject to a lower burden of proof than 

criminal enforcement proceedings.  See 19 C.F.R. § 162.21. 

 

 An example of a typical export control enforcement case is United States v. Ronald J. 

Hoffman, 10 F.3d 808 (1993 9th 1993).  In this case, a scientist had developed a software 

                                                 
4  For example, in SEC v. Triton Energy Corporation, et al. Civ. Action No. 1:97, C000401 (D.D.C. Feb. 27, 
1997), enforcement actions were initiated against the President and the chief financial officer of the defendant 
corporation in their personal capacities on the grounds that they received information that subordinates were 
involved in activities which were potentially unlawful but took no action to investigate or stop it. 
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program to measure the effects of rocket plumes emitted from rocket nozzles.  The program had 

applications in both the military and private commercial aerospace markets.  The U.S. 

government learned that Hoffman was attempting to export the program to Germany and South 

Africa without an export license and began an undercover investigation.  Hoffman was arrested 

and charged with violation of export control laws.  He was convicted of criminal violations on all 

counts following a trial and sentenced to prison.  The Court of Appeals affirmed the conviction 

and sentence. 

 

D. NINE ELEMENTS OF THE COMPLIANCE PROGRAM 

 

The components of an international business compliance program will vary based upon 

factors such as the size of the company, the foreign countries in which it operates, the level of 

regulation in its industry and its past compliance history.  However, all compliance plans should 

incorporate a number of elements which are vital to the compliance effort.  There are: 

 

1. Adoption At Senior Company Level: The program must be adopted at the 

highest levels of the company, preferably by the board of directors or an executive 

officer.  Such adoption should be evidenced by a resolution or similar directive to 

demonstrate a formalized action by the company.   
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2. Compliance Official:    A person must be identified in the company to be 

responsible for the program and in charge of overseeing its operations on an ongoing 

basis. Such person should direct the operations of the program, answer inquiries from 

company personnel and take appropriate steps in the event of suspected violations. 

 

3. Written Materials: The elements of the program should be set forth in a 

written document.  Usually this consists of an internal management procedure specifying 

rules and procedures to be followed by company personnel.  In addition, these also 

include educational materials to be distributed to employees which explain the relevant 

laws and the company's procedures for complying with them. 

 

4. Education:  An important part of the program is an organized, ongoing 

program of education for company employees.  This consists of more than just the 

distribution of written materials and often includes training classes, training videos, 

discussion groups, testing, and other forms of training interaction.  Employees should be 

trained in (i) the relevant laws covered under the program; and (ii) company policies to 

comply with such laws. 

 

5. Update Function: The company must monitor changes in the law and 

update the program as changes in the law or company operations dictate. 
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6. Periodic Audit: The program should require program administrators to 

periodically audit or review company operations to verify that personnel are complying 

with the program.   

 

7. Enforcement: If an employee is found to have violated the program he 

should be sanctioned in accordance with company policy.  A program without "teeth" is 

not considered to be effective. 

 

8. Mechanism For Dealing With Suspected Violations: There should be an 

established procedure for dealing with suspected violations of the program or the law.  To 

begin, employees should be encouraged to report any suspected violations to the 

compliance officer.  In the event of a suspected violation, the administrator, usually in 

conjunction with corporate counsel, should investigate the claim.  Depending on the 

outcome, the company should take appropriate follow-up steps including ceasing any 

ongoing activities which may be in violation of the law, sanctioning the employee, 

consulting outside counsel to conduct an independent investigation, etc.  

 

9. Recordkeeping:  One of the most widely overlooked areas of international 

business compliance is recordkeeping.  The U.S. international business laws present a 

significant array of complex recordkeeping requirements for U.S. firms.  For example, 

under 15 C.F.R. § 762 U.S. exporters are required to maintain copies of all documents 



 
 
 
 
 
 
 

 13

utilized in their export transaction for five years.  Other requirements exist under the U.S. 

sanctions programs and the U.S. Customs laws.  Compliance programs should address 

the collection and retention of records as an important part of the compliance effort.   

 

E. COMPLIANCE ACTIVITIES IN INTERNATIONAL TRANSACTIONS 

 

Due to the complexity and high degree of liability under U.S. international business laws, 

companies are advised to review these issues in all international transactions in which they are 

engaged.  This would include transactions with foreign parties as well as with U.S. parties with 

foreign operations.  Transactions covered should include financings, acquisitions, direct 

investments, licensing, joint ventures, distribution, sales and other types of business 

relationships. 

 

Issues to be assessed in such reviews should include: (i) whether products, software, 

technology or other items to be made available to such parties are subject to export restrictions; 

(ii) whether the other parties to the transactions are listed on the Denied Parties Lists published 

by the Department of Commerce or the Entities-Based Sanctions Lists published by the 

Department of the Treasury, or whether any customers, partners, employees or affiliates thereof 

are so listed; (iii) whether the relevant laws would otherwise restrict the business contemplated to 

be conducted with such parties; (iv) in the case of acquisitions, whether the target company has 

committed past export control, Customs or similar violations or has potential liability thereunder 
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for which the acquirer would become responsible through the acquisition, including failure to 

fulfill export recordkeeping requirements, review of Denied Party Lists, etc. 

 

The Export Administration Regulations also recommend that exporters conduct due 

diligence reviews of export transactions into which they contemplate entering.  Commerce has 

set forth guidelines for evaluating information about foreign customers, end-users and end-uses 

called the "Know Your Customer Guidelines," at 15 C.F.R. § 732 Supplement No. 1.  Exporters 

are advised to review these guidelines and conduct due diligence reviews of their export 

transactions prior to export. 

 

F. MODERN DEVICES FOR CORPORATE COMPLIANCE PROGRAMS 

 

Companies have traditionally utilized conventional methods for communicating, 

educating and monitoring under corporate compliance programs.  These include use of written 

procedural manuals, periodic directives to personnel and oral training sessions.  However, a 

plethora of new devices are becoming available to assist compliance officials in administering 

compliance programs on an effective basis.  These include the following: 

 

1. Training Videos: videos to educate employees regarding substantive laws 

and company procedures. 
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2. Compliance Web Sites: Internal "intranet" sites which post core program 

documents, copies of relevant laws and explanatory materials, and latest updates of laws 

and company procedures.  Changes can also be communicated by e-mail with links back 

to the compliance web site.  

 

3. Automated Training Software: Automated training software programs 

which explain program content and test the user's knowledge of substantive laws and 

company procedures.  The company can develop a set of standards under which 

employees are required to meet "passing grades" in compliance training on an annual 

basis as condition of continued employment. 

 

4. Multiple Compliance Devices: The above devices can be combined to 

create customized educational and monitoring programs such as coordination of video 

training with automated testing procedures, providing ongoing access to training videos 

and testing programs through the compliance web site, etc.  

 

G.  NEW ISSUES IN INTERNATIONAL COMPLIANCE 

 

Historically, international compliance programs have focused on a few core business 

activities such as the export and import of goods and the prohibition of illegal payments to 

foreign officials.  But recent changes in business, particularly the shift to the widespread use of 
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technology, has broadened the scope of activities covered under these programs.  The following 

are a number of new areas which will need to be addressed in compliance programs in the 

upcoming decade: 

 

1. Intangible Exports: The company must not only control the export of 

products, but also technology, software and other types of information which are subject 

to export controls or exported to countries subject to U.S. sanctions.  This includes 

information contained in software programs, drawings, specifications, training materials, 

sales materials, advisory memoranda, internal records and even in the minds of company 

employees.  Such technology is deemed to be exported when it is transmitted outside of 

the U.S. (including by telephone, fax, e-mail, or other electronic transmission), when a 

U.S. person travels abroad and releases such information, or when the information is 

released to a foreign person in the U.S.  Companies must expand their compliance 

mechanism to address the new field of "intangible exports." 

 

2. Global Computer Networks: An important subset of intangible export 

compliance is the use of controls in global computer networks. Most companies have 

company-wide computer networks where a user in one country can log on and access 

data, software, text files, design files and other items in the company's mainframe or 

other servers located in numerous other countries.  Permitting a company's employees in 

one country (e.g. China, India, Pakistan, Iran) to access restricted data, technology or 
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software in the company's computers in the United States will constitute an export 

violation if such items are restricted from export to such countries.  Companies must 

develop compliance systems to prohibit persons (including company employees) in 

foreign countries from accessing restricted items of technology, software and other 

information through company computer systems. 

 

3. Entity-Based and Person-Based Export Restrictions: A growing 

phenomenon in the field of export controls are prohibitions against exporting items to 

specified persons or entities. Under a number of export control programs, U.S. parties are 

now prohibited from engaging in transactions with specified persons or entities rather 

than prohibited from exporting specified products.  For example, under the OFAC 

Specially Designated Nationals Lists, U.S. parties are prohibited from conducting 

business with persons/entities listed by the Treasury Department.  See 31 C.F.R. Chapter 

V.  The list contains thousands of names and is updated on a regular basis.  Similarly, the 

Export Administration Regulations prohibit U.S. persons from exporting to persons 

convicted of export violations.  See 15 C.F.S.  § 764.  These requirements effectively 

require U.S. companies to check each foreign party with whom they conduct business to 

verify that they are not the subject of one of a number of U.S. sanctions.  Companies need 

to adopt devices to comply with these "person-based" and "entity-based" export 

requirements.  
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4. Deemed Exports: Another subset of intangible export restrictions involves 

"deemed exports."  Under the Department of Commerce's deemed export regulations, 

U.S. parties are restricted from transferring restricted technologies, software and 

information to foreign persons in the U.S. to the same extent as if such persons were 

located in a prohibited foreign country.  For example, if U.S. parties are prohibited from 

exporting global positioning software to India, it is also illegal to allow an Indian national 

in the United States to have access to such software here.  Companies should establish 

compliance procedures which control access to and the release of restricted information 

to foreign nationals even if they are in the United States. 

 

5. End-Use Based Controls And Services to Support Prohibited End-Uses:  

In addition to restricting the export of specific products and technologies, the Export 

Administration Regulations also restrict the export of any product or technology used for 

specified end-uses such as certain activities related to encryption, nuclear activities, 

chemical or biological warfare, and foreign maritime nuclear propulsion projects.  See 15 

C.F.R. § 744.  In addition, the Export Administration Regulations also prohibit U.S. 

parties from performing any services which support the prohibited end-uses including 

transportation services, financial services, engineering and technical services and data 

processing services.  Under these regulations, the Commerce Department goes beyond 

regulating the export of specific products to regulating the actions of U.S. persons.  

Companies must adapt their compliance programs beyond the traditional activities 
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involving the transfer of goods to incorporate end-use based controls and services to 

support them.  

 

6. Electronic Commerce 

Electronic commerce presents a number of challenging new issues for 

international regulatory compliance.  E-commerce, of course, allows business 

transactions to occur on an international basis in a highly simplified manner.  It is 

important to note, however, that many U.S. international business laws applying to 

electronic transactions to the same extent as to conventional business transactions.  For 

example, U.S. e-commerce vendors are prohibited from selling to countries subject to the 

U.S. sanctions programs.  Similarly, U.S. e-commerce vendors must screen foreign 

customers to verify that they are not subject to the Treasury Department's entity-based or 

individual-based sanctions, or the Commerce Department's Denied Parties List.  Of 

course, if exports of products, software or technology require export licenses (such as 

encryption software), vendors must obtain these licenses and follow all related 

requirements such as filing end-use verifications, etc.  Further, U.S. e-commerce firms 

selling abroad are required to comply with all other export control requirements such as 

filing shipper's export declarations and complying with the Commerce export 

recordkeeping requirements to maintain records for all export transactions for a 5-year 

period.  Companies engaging in e-commerce business should develop specialized 

compliance programs to apply to this new business activity. 
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EXHIBIT A 
 
 

U.S. EXPORT CONTROL LAWS 
 
 
1. The Export Administration Regulations, 15 C.F.R. §§ 730.1 to 730.10, administered 

pursuant to the authority under the International Emergency Economic Powers Act, 50 
U.S.C. §§ 1701 to 1706 (1998), extending the Export Administration Act, 50 App. U.S.C. 
§§ 2401 to 2420 (1998). 

 
2. Arms Export Control Act, 22 U.S.C. §§ 2771 to 2781 (1998) and the International Traffic 

in Arms Regulations promulgated thereunder, 22 C.F.R. §§ 120.1 to 120.29. 
 
3. Embargoes and other sanctions programs administered by the Department of The Treasury 

are authorized pursuant to the following statutes: 
 
a. International Emergency Economic Powers Act, 50 U.S.C. §§ 1701 to 1706; 
 
b. Trading with the Enemy Act, 50 App. U.S.C. §§ 1 to 44 (1998); 
 
c. International Security and Development Cooperation Act of 1985, Public Law 99-

83, 99 Stat. 190; 
 
d. National Emergencies Act Pub. L. 105-123, 90 Stat. 1255; 
 
e. United Nations Participation Act, 22 U.S.C. §§ 287 to 287l; 
 
f. Foreign Operations, Export Financing, and Related Programs Appropriations Act, 

Public Law 101-513, 104 Stat. 2047-55; and 
 
g. Antiterrorism and Effective Death Penalty Act of 1996, Public Law 104-132, 110 

Stat. 1214-1319. 
 
Treasury Regulations for the above embargoes are set forth in Chapter 31 of the 
C.F.R.  

 
4. Controls Affecting Maritime Carriers and Related Activities, 46 U.S.C. §§ 222.1 to 221.111 

(1998). 
 
5. Shipping Restrictions; North Korea and the Communist-Controlled Area of Vietnam, 44 

C.F.R. §§ 403.1 to 403.7. 
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6. Toxic Substances Control Act, 15 U.S.C. §§ 2601 to 2629 (1998), 40 C.F.R. § 707 to 
707.75. 

 
7. Antiboycott Regulations, 50 App. U.S.C. § 2407 (1998), 15 C.F.R. §§ 760.1 to 760.5; and 

Internal Revenue Code §§ 999a to 999f (1997). 
 
8. Secrecy of Certain Inventions and Filing Applications in Foreign Countries, 35 U.S.C. §§ 

181 188 (1998). 
 
9. Foreign Corrupt Practices Act, 15 U.S.C. § 78dd-1 and 78dd-2 (1998). 
 
10. Nuclear Technology, 10 C.F.R. §§ 110.1 to 110.135. 
 
11. Electric Power, 10 C.F.R. §§ 205.300 to 205.309. 
 
12. Food, Drug and Cosmetic Act, 21 U.S.C. §§ 381 to 383 (1998). 
 
13. Controlled Substances Import and Export Act, 21 U.S.C. §§ 951 to 971 (1998). 
 
14. Endangered Species Act of 1973, 16 U.S.C. §§ 1531 to 1544 (1998). 
 
15. The Migratory Bird Treaty Act, 16 U.S.C. §§ 703 to 712 (1998). 
 
16. The Act for the Protection of Bald and Golden Eagles, 16 U.S.C. §§ 668 to 668d (1998),  

50 C.F.R. §§ 17.1 to 17.7. 
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